
PRIVACY STATEMENT – IBN - 25-05-2018

1. IBN
IBN Holding B.V. (“IBN”) and its affiliated companies are Dutch companies. Our companies operate within the European
Economic Area (EEA) and we retain our data from systems we manage on servers in the EEA, unless specified otherwise.
This privacy statement summarises when and how your personal data is collected, used, secured and disclosed. We process your
personal data when you use our applications, websites, software, functions or other services we offer. In this statement, this is
collectively referred to as “the Service(s)”.

2. General
IBN may amend the provisions of this privacy statement. If we do, we will let you know. Nevertheless, we recommend that you
check regularly whether the privacy statement has been amended.

3. Which personal data do we collect?
There are a number of ways in which personal data may be collected when you use the Service. In this section we explain which
personal data we (may) collect from you. We have placed personal data collected for the same purpose in one category. Next to
each type of personal data it is shown how long the relevant personal data will be stored for.

Personal data collected directly by us or directly provided by you to us
3.1 Processing operations on the basis of a statutory obligation (administrative obligations), processing period 10 years
• name
• address
• other invoice data

If you are not prepared to provide these personal data or do not wish us to process these data, this may result in you no longer being able 
to use the Service. In that case, we may also block or restrict your access to the Service. In addition, we may terminate the agreement or 
use of the Service. This is because we collect these data as we need them in order to comply with our statutory obligations.

3.2 Processing operations necessary for the performance of an agreement (provision of the Service), processing 
period up to 2 years after termination of the agreement

3.2.1. Personal data that we process if you use our Services
• name
• company name
• address, postcode and place of business
• private and/or business email address
• password
• telephone number
• gender
• date of birth
• other personal data you enter when contacting IBN

If you are a hirer or otherwise engage our employees, we may share your name and address details and contact details with our 
employees who will be working for you.

3.2.2. Additional personal data that we process for the job board
• any employment with IBN
• education level
• Wsw/PW indication

If you are not prepared to provide these personal data or do not wish us to process these data, this may result in you no longer 
being able to use the Service or use it properly. We may also block or restrict your access to the Service. In addition, we may 
terminate the agreement or use of the Service. This option is also included in our General Terms and Conditions. We collect these 
data because it is necessary for the proper functioning of the Service or for us to be able to provide the Service to you.



3.3 Processing operations for the purpose of promoting IBN’s legitimate interests, processing period up to 2 years after 
termination of the agreement

3.3.1. Keeping the Service secure
• IP address
• device ID
• user ID
• operating system
• time, date and place of login

If you are not prepared to provide these personal data or do not wish us to process these data, this may result in you no longer 
being able to use the Service or use it properly. We may, therefore, block or restrict your access to the Service. In addition, we 
may terminate your access to the Service. This option is also included in our General Terms and Conditions. We collect these data 
because IBN has a so-called “legitimate interest”.

In addition, we need the data to prevent misuse of the Service or security incidents.
 
3.3.2. Visitor registration
We process the data below for the proper handling of emergencies and store these for a maximum of one day:
• name
• date and time of visit
• location of visit
• company you work for
• signature

3.4 Processing with your consent, storage period up to 2 years after termination of the agreement

3.4.1. Improving our services
• search and usage behaviour on our websites
• the page through which you have reached our website
• the companies that consult our website

3.4.2. To inform you about current and other IBN services (digital newsletter)
• name
• email address (if you enter this in the appropriate field)
• organisation

3.4.3 To inform you (at your request) about the IBN service you are subscribed to or other IBN services
• name
• telephone number
• town/city
• organisation
• email address

3.4.4 To inform you at your request and to answer your questions
• name
• telephone number
• town/city
• organisation
• email address
• other personal data you enter when contacting IBN 3.4.5. Images, films and interviews for promotional purposes
• name
• email address
• address details
• telephone number
• all other personal data that are shown in the image or film or that emerge from the interview



If you are not prepared to provide these personal data or do not wish us to process these data, this will not have any negative 
consequences for your use of the Service. You can therefore continue to use the Service as usual.

These personal data are processed when using the Service. The personal data we only process if you have given us your consent 
will only be processed once you have actually given your consent or have provided us with your personal data yourself.

4. Sharing of personal data
We do not sell or trade personal data relating to our visitors and users to third parties. The only exception is if we have stated this 
in this privacy statement.

4.1 Sharing with employees
IBN may ask third parties to assist in providing the Service. As a result, these third parties may process your personal data. These 
third parties are hereinafter in this privacy statement referred to as “Processor”. We conclude data processor agreements with 
these Processors.

We engage the following types of Processor:
• software developers and suppliers;
• storage of (personal) data and database management and maintenance;
• research agencies and analytical software to improve our services (including privacy-friendly Google Analytics, which  
 means that no personal data are shared with Google);
• ticket managers for customer support;
• managers of assessment forms;
• hosting provider(s);
• providers of customer relationship management software;
• creators of mailing lists.

In some cases, the Processor may collect your personal data on our behalf. We will inform Processors that they may only use 
personal data they obtain from us for the purpose of facilitating the Service. If you provide these processors with additional 
information, IBN shall not be responsible for this. It is wise to be well informed about the Processor and its company before 
providing your personal data.

4.2 Sharing with your consent
We may also share personal data with third parties if you give us your consent to do so. For example, we may work with other 
parties to provide you directly with specific services or offers. If you register for these third-party services or marketing offers, we 
may provide your name or contact details if necessary to offer that service or to contact you.

4.3 Our legal responsibility
We may also share personal data with third parties if:
1. reasonably necessary or appropriate in order to comply with statutory obligations;
2. necessary to comply with legal requests from authorities;
3. necessary to respond to any claims;
4. necessary to protect the rights, property or safety of us, our users, our employees or the public;
5. necessary to protect ourselves or our users from fraudulent, offensive, improper, or unlawful use of the Service.

We will notify you immediately of any requests we receive from a public authority that relate to your personal data, unless we are 
prohibited from doing so by law.

4.4 Merger or sale (of part) of the company
We may disclose, share, or transfer your personal data if we transfer part of our business. Examples include (negotiations on) a 
merger, the sale of parts of the company or obtaining financing.



5. Protection of personal data
IBN will ensure that it implements appropriate technical and organisational security measures to protect your personal data. In 
protecting your personal data, we observe generally accepted standards. In any event, we shall have implemented the following 
measures:
- We have implemented physical and electronic measures designed to prevent, to the extent possible, the unauthorised  
 access, loss or misuse of personal data.
- We use Transport Layer Security (TLS) technology where necessary to encrypt transmission of sensitive information or  
 personal data to us, such as account passwords and other identifiable payment information.
- Where reasonably possible, personal data will be backed up.
- Vulnerabilities in the software shall be addressed as soon as reasonably possible.

Please be aware that our Processors are responsible for processing, managing or storing part of or all of the personal data we 
receive. Processors shall not use such data for the purpose of advertising. In the data processor agreement we have concluded 
with these Processors, we require the Processors to protect your personal data.

However, we would like to point out that absolute security for the transmission of personal data over the Internet or the storage of 
personal data cannot always be guaranteed.

6. Links to sites of third parties
Our Services and/or the website may contain links to other websites. In addition, our Service may also contain advertisements 
from third parties. Third-party websites may keep track of your data. We have no control over these sites or their activities. If you 
provide your personal data on these third-party pages, IBN will not be involved in this. In that case, the privacy statement of this 
third party shall apply. We are not responsible for the content of the privacy statements of these parties and the manner in which 
these parties handle personal data. Links from our website to third parties or to other sites are provided for your benefit only. We 
recommend you review their privacy and security practices and policies before you provide them with any personal data.

7. What choices do you have with respect to the use of personal data?
We will notify you and, if necessary, seek your consent before sharing your personal data with third parties in a manner that is not 
covered by this privacy statement. For example, when sharing personal data for (direct) marketing purposes.

We may send you marketing and promotional material about our products and services. If you do not or no longer wish your data 
to be used for direct marketing purposes, you may contact us at the email address provided under “Contact”.

You can also unsubscribe by following the unsubscribe instructions contained in each promotional email. Unsubscribing does not 
affect our options to send you emails about the Service and your account. Nor does it affect our option to use your personal data 
in the manner described in this privacy statement.

We will comply with your requests as soon as possible following receipt of the request. 

8. Your rights
You may inspect, update, correct, or delete the personal data collected by the website and the Service. To make use of this option, 
you must contact us. Our contact details are included in Article 9 of this privacy statement. If the Service itself offers an option to 
contact us, you may obviously use this as well.

Bear in mind that deleting personal data, restricting processing or revoking consent may result in you no longer being able to use 
the Service.

We sometimes have the right to store your personal data. This may be necessary or recommended to allow us to provide the 
Service to other parties, to resolve disputes, to enforce the applicable terms of use, for technical and/or legal requirements and/or 
if the Service so requires.

To gain access to your own personal data by email, you are required to furnish sufficient proof of identity in the manner we ask 
of you. If we are unsure whether you are actually the person to whom the personal data relate, we may deny you access to the 
personal data.



You may request us to restrict or stop processing your personal data in the future. We will comply with your request where 
possible. However, please be aware that you may be restricted in your use of the Service or that you may no longer be able to use 
the Service. For more information, please refer to Article 3 of this privacy statement.

You may request us to transfer your personal data we process to a third party. However, you must specify the data you wish to 
have transferred. We shall comply with such a request with respect to data that has been processed on the basis of Article 3.2 or 
3.4 of this privacy statement, unless said data also contains personal data regarding other (natural) persons.

We shall respond to all your requests as described here, within 4 weeks. In the case of complex requests, this period may be 
extended by a further 4 weeks If we extend the period, we will notify you within 4 weeks of submitting the request.

You have the right to submit a complaint to the competent privacy authority about the manner in which we handle personal data. 
For the Netherlands, this authority is the Dutch Data Protection Authority, which can be contacted on 
https://autoriteitpersoonsgegevens.nl/.

9. Contact
If you are an IBN customer, you can address your questions, problems or comments to your customer relationship manager. If you 
are not an IBN customer or if you do not know who your customer relationship manager is, please contact us by email at avg@ibn.nl.

https://autoriteitpersoonsgegevens.nl/
mailto:avg@ibn.nl

